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Abstract 
 
As the network uses, and especially the number of internet users, increases rapidly, an efficient system for managing 
large network traffic datasets becomes an important issue. Although there are several network traffic analysis tools 
such as tcpdump, Ethereal, and other applications, these tools have weaknesses: limited size of files, command line 
execution, large memory and huge computational power requirement, and complications. In addition to these 
scalability limitations, both tcpdump and Ethereal have a security issue. Files captured by these tools keep all the 
packet information such as IP addresses, port numbers, and packet sizes. As well as basic network traffic 
information, captured files contain secure information: user identification numbers (IDs) and passwords. Therefore, 
captured files should not allow to be leaked out. However, network analyses need to be performed outside target 
networks in some cases. The paper presents an approach to efficiently and quickly analyze large amount of network 
behaviors. This is achieved by applying System Entity Structure SES) theory. To speed up evaluation time, a web-
based distributed simulation approach over Service Oriented Architecture (SOA) is applied. Discrete Event System 
Specification/Service Oriented Architecture (DEVS/SOA) is used to deploy workloads into multi-servers, increasing 
overall system performance. A web-based distributed simulation contains two fundamental processes: distributing 
and analyzing among loosely coupled models through message-passing methods. The distributed simulation—
allocating distributing models inside networks and assigning analyzing models outside networks—also allows 
analysis of network behaviors out of networks while keeping important information secured.  
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1. Introduction 
 
As the network uses, and especially the number of internet users, increases rapidly, an efficient system for managing 
large network traffic datasets becomes an important issue. Although there are several network traffic analysis tools 
such as tcpdump, Ethereal, and other applications, these tools are limited. Tcpdump is a powerful tool that allows us 
to sniff network packets and make some statistical analysis out of those dumps. One major drawback to tcpdump is 
the size of the flat file containing the text output. The other weakness is that tcpdump runs under the command line. 



Ethereal is a tool for network protocol analysis, software and protocol development, and educational purposes. 
Because it is an open source project, many network professionals around the world use Ethereal, and many 
researchers support it by adding enhancements. The functionality of Ethereal is very similar to the functionality of 
tcpdump, but it runs under a GUI front-end. Ethereal has been supported by many network professionals, so it has 
many functions, such as protocol analysis, throughput analysis, and other statistical analyses. Ethereal is like a two-
sided coin. It is very powerful but also very complicated. Ethereal requires an initial learning curve but is a complete 
tool, and it is limited to running on local machines. In addition, Ethereal uses complete data for every analysis. 
Accessing a big data set requires memory overhead and inefficient computational power. Although Ethereal is easier 
to use than tcpdump, it still limits the size of target-analyzing files. Our experiments show that Ethereal cannot 
analyze more than two-day network activities in personal computers. To examine more than two-day activities, 
network managers must control Ethereal by iterating capturing and analyzing processes periodically to avoid 
excessive system memory uses.  
 In addition to the scalable problem (the size limitation of capture-files), both tcpdump and Ethereal have 
security issues. Capture-files, which are evaluated by either tcpdump or Ethereal, include all the information of 
packets such as IP addresses, protocol types, packet size, and other fundamental attributes. As well as basic network 
packet information, user IDs and passwords are also contained in captured files. Because captured files hold secure 
information, Tcpdump and Ethereal are allowed to monitor network behaviors and to capture raw network traffic 
inside networks with special privilege on some platforms. However, network analyses need to be performed outside 
target networks in some cases. It means that monitoring and capturing network behaviors are executed inside target 
networks, and evaluating network activities are completed out of the networks. To accomplish this distributed 
analysis, functionality should be deployed into multiple machines. At the same time, high priority information must 
be secured.  
 The main objective of this study is to propose an approach to deal with large amount of network behaviors 
being quickly and efficiently analyzed. The System Entity Structure (SES) facilitates implementing a system to 
achieve this goal. The SES is a theory for designing structured information hierarchically and efficiently. 
Specifically, the SES is very useful for data engineering. First, we design a behavior which represents general 
network activities. The behavior design is based on the SES theory. Customers’ requests are not always same. For 
example, some customers want to evaluate network protocol uses. On the other hand, some users want to measure 
network throughput. Depending on various requirements (pragmatic frames), systems need to be optimized for fast 
and effective analyses. The SES helps systems to be adaptively optimized. Accurate reactions to users’ applications 
facilitate systems holding right data only. Therefore, we could analyze long-term network activities which Ethereal 
cannot evaluate. To speed up evaluation time, we apply a web-based distributed simulation methodology. A web-
based distributed simulation contains two fundamental processes: distributing models into multi-servers and 
simulating among loosely coupled models through message-passing methods. Discrete Event System 
Specification/Service Oriented Architecture (DEVS/SOA) facilitates deploying workloads into multi-servers and 
consequently increasing overall system performance. 
 This paper includes theoretical background information in Section 2. Section 2 introduces Discrete Event 
System Specification (DEVS) formalism, the System Entity Structure (SES) theory and pragmatic frames for 
representing data engineering and web services. Section 3 states problems of previous studies. Section 4 illustrates 
design issues for implementing a distributed simulation for a network traffic analysis system, distributed SES based 
Network analyZER (SES/NZER), in detail. Section 5 presents DEVS Service Oriented Architecture (DEVS/SOA). 
We present the models built, simulating a distributed network traffic analysis system (protocols evaluation, network 
throughput measurement, and intrusion detection systems) based on DEVS formalism in Section 6. The 
experimental results are presented in Section 7. Lastly, we conclude this paper by addressing future research works. 
 
 
2. Theoretical Background 
 
This section presents the relevant theoretical background for Web-based distributed simulation for network behavior 
analyses over service-oriented architecture. First, we present the Discrete Event System Specification (DEVS) which 
is a mathematical formalism for modeling and simulation. The System Entity Structure (SES) is introduced. The 
SES theorem is used for representing real world states (network behaviors). Web-Service and Service Oriented 
Architecture is provided, respectively. 
 
2.1. Discrete Event System Specification 



 
The Discrete Event System Specification (DEVS) is a formalism providing a means of specifying a mathematical 
object called a system [1]. It also allows the building of modular and hierarchical model compositions based on the 
closure-under-coupling paradigm.  The DEVS modeling approach captures a system’s structure from both functional 
and physical points of view. A system is described as a set of input/output events and internal states along with 
behavior functions regarding event consumption/production and internal state transitions. Generally, models are 
considered as either atomic models or coupled models. The Atomic model can be illustrated as a black box having a 
set of inputs(X) and a set of outputs(Y). The Atomic model includes a description of the interface as well as the data 
flow between itself and other DEVS models. The Atomic model also specifies a set of internal states(S) with some 
operation functions (i.e., external transition function (δext), internal transition function (δint), output function (λ), and 
time advance function (ta()) ) to describe the dynamic behavior of the model.   
 The external transition function (δext) carries the input and changes the system states.  The internal 
transition function (δint) changes internal variables from the previous state to the next when no events have occurred 
since the last transition.  The output function (λ) generates an output event to outside models in the current state.  
The time advance (ta()) function adjusts simulation time after generating an output event. The Atomic model is 
specified as follows: 
 

Atomic model: 
M = < X, S, Y, δint, δext, λ, ta > 
where, 

  X: set of external input events; 
  S: set of sequential states; 
  Y: set of outputs; 
  int : :S Sδ − >  internal transition function 

  : :b
ext Q X Sδ × − >  external transition function 

where,  
Q = {(s, e)| s∈S, 0 ( )e ta s≤ ≤ }; is the set of total states  
e is the elapsed time since last state transition 

  bX  is a set of bags over elements in X, 
  : :S Yλ − >  output function generating external events at the output 
  0,: :ta S R+

∞− >  time advance function; 
 
 Basic models may be joined in the DEVS formalism to form a coupled model.  A coupled model is the 
major class which embodies the hierarchical model composition constructs of the DEVS formalism [1].  A coupled 
model is made up of component models, and the coupling relations which establish the desired communication links.  
A coupled model illustrates how to couple (connect) several component models together to form a new model.  Two 
significant activities involved in coupled models are specifying its component models and defining the couplings 
which create the desired communication networks.  A coupled model is defined as follows: 
 

Coupled Model: 
DN = < X, Y, D, {Mi}, {Ii}, {Zi,j} >  
where, 

  X: a set of external input events; 
  Y: a set of outputs; 
  D: a set of components names; 
  for each i in D, 
   Mi is a component model 
   Ii is the set of influences for i 
      for each j in Ii 
   Zi,j is the i-to-j output translation function 
 
A coupled model template contains the following information [2]:  



 
• The set of components  
• The set of input ports through which external events are received  
• The set of output ports through which external events are sent  
• The coupling specification consisting of:  

o The external input coupling (EIC) connects the input ports of the coupled model to one or more of 
the input ports of the components  

o The external output coupling (EOC) connects the output ports of the components to one or more 
of the output ports of the coupled model   

o Internal coupling (IC) connects output ports of components to input ports of other components  
 
2.2 System Entity Structure (SES) 
 
The basic concept of the System Entity Structure is that a system entity represents the real system enclosed within a 
certain choice of system boundary. In a real system, many system entities and the experimental frames are dealt. 
Thus it is necessary to organize the model and experimental frames around the structure. The entity structure is a 
template from which the decomposition trees of the existing models can be extracted. Moreover, the entity structure 
is a template for constructing models from those already existing. The key components that the System Entity 
Structure consists of are as follows: 
 

1. Entity: An entity is intended to represent a real world object which either can be independently identified or 
is postulated as a component in some decomposition or a real world object. 

2. Aspect: An aspect represents one decomposition of an entity. The children of an aspect are entities 
representing components in a decomposition of its parents. 

3. Specialization: A specialization is a mode of classifying entities and is used to express alternative choices 
for components in the system being modeled. The children of a specialization are entities representing 
variants of its parent. 

 
 To construct a desired simulation model to meet the design objective, the pruning operation is used to 
reduce the SES to a pruned entity structure, PES [3]. The pruned entity structure can be transformed into a 
composition tree and eventually synthesized into a simulation model. Professor Zeigler proposed the System Entity 
Structure (SES) [3, 4], and the SES is a theory to design systems hierarchically and structurally. The SES is a system 
entity that represents the real system enclosed within a certain choice of system boundary. The SES includes entities 
and their relationships.  
 Figure 1 illustrates the SES basic methodology of the conceptual relationship between the SES representing 
ontologies and implementation in the XML [5]. First of all, the SES, which can describe the components in the 
source data, is developed. The SES structure produces important information to build the Document Type Definition 
(DTD) or Schema. Entity, Aspect, Multi-Aspect, and Specialization build the primary components in DTD or 
Schema. At the ontology level, the modeler develops one or more SESs depending on models, and the SESs are 
merged to create an ontology in order to satisfy the pragmatic frames of interest in a given application domain. An 
SES can be specified in various ways, and then it is transformed to an XML schema or an XML document type 
definition (XSD or DTD) at an implementation level. The pruning operation of SESs creates pruned entity structures 
(PESs), and the PESs transform to simulation models. 
 



 
 
Figure 1. Architecture for model and simulation-based data engineering methodology [6] 
 
2.3. Web Services 
 
A web service [7] is a software system for communicating between a client and a server over a network with XML 
messages called Simple Object Access Protocol (SOAP) [5, 8]. The web service makes the request of machine-to-
machine or application-to-application communication possible with neutral message passing even though each 
machine or application is not in the same domain. Such interoperability among heterogeneous applications is 
realized by web service providing a standard means of communication and platform independency. 
 Web services technologies architecture [9] is based on exchanging messages, describing web services, and 
publishing and discovering web service descriptions. The messages are exchanged by SOAP messages conveyed by 
internet protocols. Web services are described by Web Services Description Language (WSDL) [10] which is XML 
based language providing required information, such as message types, signatures of services, and a location of 
services, for clients to consume the services. Publishing and discovering web service descriptions is managed by 
Universal Description Discover and Integration (UDDI) [11] which is a platform-independent and XML style 
registry. In other words, three roles are classified in the architecture: that is, a service provider, a service discovery 
agency (UDDI), and a service requestor. The interaction of the roles involves publishing, finding, and binding 
operations. A service provider defines a service description for a web service and publishes it to a service discovery 
agency. This operation is a publishing operation between the service provider and the service discovery agency. A 
service requestor uses a finding operation to retrieve a service description locally or from a discovery agency and 
uses the service description to bind it with a service provider and invoke or interact with the web service 
implementation. Figure 2 illustrates the basic Web services architecture describing three roles and operations with 
WSDL and SOAP. 
 



 
 
Figure 2. Web Services Architecture 
 
 Whereas a web service is an interface described by a service description, its implementation is the software 
module provided by the service provider (server) in a network accessible environment. It is invoked by or interacts 
with a service requestor (client). 
 Web services are invoked by many ways, but the most common use of web services is categorized into 
three methods, such as Remote Procedure Call (RPC), Service Oriented Architecture (SOA) [12], and 
Representational State Transfer (REST) [13]. RPC Web services was the first web services approach which had a 
distributed function call interface described in the WSDL operation. Though it is widely used and upheld, it does not 
support a loosely coupled concept due to the reasons of mapping services directly to language-specific functions 
calls. A web service is an implementation of Service Oriented Architecture (SOA) concepts, which means a message 
is an important unit of communication regarded as “message-oriented” services. This approach supports a loose 
coupling concept focusing on the contents of WSDL. Web service focuses on the existence of resources rather than 
messages or operations. Web service considers WSDL as a description of Simple Object Access Protocol (SOAP) 
messaging over HTTP. WSDL is implemented as an abstraction on top of SOAP. Representational state transfer 
(REST) is a style of software architecture for distributed hypermedia systems such as the World Wide Web [14]. As 
such, it is not strictly a method for building web services. REST is an approach for getting information content from 
a Web site by reading a designated Web page that contains an Extensible Markup Language (XML) file that 
describes and includes the desired content. REST is simpler to use than the well-known SOAP approach, which 
requires writing or using a provided server program and a client program.  

Because SOA environment provides languages and platforms neutral system, DEVS/SOA is used to solve 
interoperability problems in System of Systems (SOS) [15] as well as to provide a distributed computing 
environment [16]. Seo and Zeigler [17] developed interoperable DEVS/SOA system to simulate DEVS models in 
different languages (e.g. DEVSJAVA [18] and aDEVS [19]). The interoperable DEVS/SOA requires DEVS 
simulator services, neutral message passing between DEVS simulator services, and a DEVS namespace [20]. It 
provides multi layered interoperability introduced on [21]. 
 There are some researches with SOA environment and CORBA to implement distributed and parallel 
simulation. Wutzler and Sarjoughian introduce the Shared Abstract Model (SAM) to simulate DEVS models in 
different languages [22]. The SAM emphasizes model interoperability through Abstract Model realized by CORBA 
to provide communication channels between Abstract Models. This approach has limitations of partitioning and 



allocating a complex model on different machines. Yoo and Cho use web services to implement Optimization via 
Simulation (OvS) through Parallel Replicated Discrete Event Simulation (PRDES) [23]. The web service can 
contain optimization module or simulation module. The web services with simulation modules are like business 
processes. They receive input data from the optimization module and send simulation results to a repository in the 
supporting server. Wainer proposes a distributed simulation engine named DCD++ using the DEVS and Cell-DEVS 
formalisms and web service technologies [24, 25]. The distributed simulation engine utilizes web services to pass 
the models, simulation protocols, and simulation messages. It employs Java Native Interface to allow web service in 
Java program to call and to be called by native applications and libraries in other languages (CD++). Each web 
service has master coordinator or slave coordinator, and simulator to reduce message overheads. 
 
2.4. Intrusion Detection System (IDS) 
 
In this section, we discuss an advanced concept, intrusion detection evaluation. Widespread use of networked 
computers has made computer security a serious issue. Every networked computer, to varying degrees, is vulnerable 
to malicious computer attacks that can result in a range of security violations, such as, unauthorized user access to a 
system or the disruption of system services. Traditionally, computer security approaches have focused on preventing 
such attacks from occurring through the use of firewalls and security policies. However, for most systems, complete 
attack prevention is not realistically attainable due to system complexity, configuration and administration errors, 
and abuse by authorized users. For this reason, attack detection has been an important aspect of recent computer 
security efforts [26, 27]. 
 Intrusion Detection Systems (IDSs) are systems designed to detect computer attacks. They monitor 
activities of computers and networks for attacks that are inevitable, despite security precautions. If attacks are 
discovered, intrusion detection systems can alert administrators, defend against the attacks, or provide information 
that may help prevent future attacks. Intrusion detection systems are not all equal in capabilities or reliability. A 
particular system may only detect a specific subset of possible attacks. In addition, it may have a different level of 
detection accuracy or a different false alarm rate than other systems. Results from intrusion detection system 
evaluations allow users to make informed decisions on what system to use and are extremely important for guiding 
research. Intrusion detection systems have become an essential component of computer security to detect these 
attacks before they inflict widespread damage. A review of current approaches to intrusion detection is available in 
Bishop’s article [28]. Some approaches detect attacks in real time and can stop an attack in progress. Others provide 
after-the-fact information about attacks and can help repair damage, understand the attack mechanism, and reduce 
the possibility of future attacks of the same type. More advanced intrusion detection systems detect never-before-
seen, new, attacks, while the more typical systems detect previously seen, known attacks.  
 While advances in network IDS development have led to more stable network security, fast and effective 
analysis methods are needed to save maintenance budgets and recover from problems caused by attacks and 
anomalous behavior errors. These critical issues are yet to be addressed due to the lack of appropriate frameworks. 
Indeed, IDS researchers have difficulty in testing their algorithms before applying them to real systems. In IDS 
testing, the main problems are:  
 

• Problem 1. Limitation of data storage 
o There are multitudes of events in networks and hosts  
o Each event includes many attributes of packet information  

• Problem 2. Lack of analysis methods  
o Difficulty of generating attacks  
o Difficulty of implementing complete intrusion detection systems  

• Problem 3. Excessive resource consumption  
o Existing systems require huge computational resources in time (CPU) and space (memory).  

 
 A data engineering based modeling and simulation framework is intended to support testing and evaluation 
of network IDS. Data engineering, supported by network ontology modeling enables our approach to be efficient in 
managing and processing huge amounts of network traffic data. As an example, the KDD’99 dataset was generated 
by MIT’s Lincoln Lab for the purpose of testing network intrusion detection systems. The dataset includes various 
attacks packet events as well as normal transmissions. From this dataset, network traffic generators are produced 
automatically in response to customers’ (IDS developers and testers) requirements. Different customers may need 
different attributes for their particular IDSs (pragmatic frames). Including unnecessary data in packet information 



consumes computational power and memory. This is the reason why we employ data engineering based simulation 
framework for IDS. Our goal is to support a simulation framework for testing and evaluating network intrusion 
detection systems (IDS). Ontology/Data engineering methodology empowers our design to be efficient for managing 
and using large size data.  
 
 
3. Problem Statements 
 
The goals of a network traffic analysis are to help network administrators to manage very complicated network 
topology and to increase efficiency for secure and effective data transfer. The network use, especially the number of 
internet users, increases rapidly. Also, a high quality of service is required, and large packet data need to be 
exchanged among servers and clients to meet recent needs, high quality of services. As such, this high quality 
requirement results in sudden network traffic increases. As a result, designing efficient systems for managing large 
network traffic data becomes an important issue. The ontology/data engineering methodology is used to build an 
effective system for analyzing large amounts of network traffic data. System Entity Structure based Network 
analyZER (SES/NZER) is to develop a system that allows easy and efficient information sharing among 
organizations. The SES and XML modeling approaches allow systems to easily handle huge amount of data, and the 
two approaches facilitate the modeling and simulation study because the architecture of the SES is a hierarchical tree 
structure. In addition, the characteristics of XML, such as scalability and portability, are very good for managing 
metadata. We compare execution times between Ethereal and SES/NZER. We measure system memory (RAM) 
usages of both Ethereal and SES/NZER. We use a half-day, one day, and two days of data to evaluate system 
performance variations.  Table 1 shows measurements of memory uses and execution times for network protocol 
analyses. Table 2 illustrates experimental results for throughput evaluations.  
 
Table 1. Memory Usages and Execution Times for Protocol Analysis 

                         Ethereal                       SES/NZER 
 

Half day One day Two days Half day One day Two days 

Loading time 1 min 18 sec 2 min 28 sec       N/A 5 min 28 sec 10 min 44 sec 20min 59sec 

Num of Events 1,063,803 2,045,700       N/A 1,063,803 2,045,700 4,091,400 

Memory Usage 706 MB 1323 MB       N/A 98 MB 98 MB 98MB 

Analyzing time 25 sec 50 sec       N/A 5 min 29 sec 10 min 58 sec 22min 59sec 

 
Table 2. Memory Usages and Execution Times for Throughput Analysis 

                         Ethereal                       SES/NZER 
 

Half day One day Two days Half day One day Two days 

Loading time 1 min 18 sec 2 min 28 sec       N/A 5 min 32 sec 11 min 27 sec 22min 14min 

Num of Events 1,063,803 2,045,700       N/A 1,063,803 2,045,700 4,091,400 

Memory Usage 706 MB 1323 MB       N/A 104 MB 104 MB 104MB 

Analyzing time 19 sec 55 sec       N/A 5 min 17 sec 9 min 56 sec 22min 13min 

 
 The loading time of Ethereal refers to the time of invoking the captured data file. The loading time of 
SES/NZER is a time of generating PES XML document files regarding users’ requests. SES/NZER takes a longer 
time for loading data to evaluate than Ethereal. Also, Ethereal is faster to analyze data than SES/NZER. We notice 
that both loading time and analyzing time increase linearly corresponding to total numbers of events during 
capturing period. Table 2 and Table 3 indicate that Ethereal is faster than SES/NZER. However, Ethereal is a 
complete tool, so it should be run on a single machine only. On the other hand, SES/NZER is scalable to distributed 
environments. A Web-based distributed SES/NZER may reduce both loading data time and analyzing time by 



deploying workloads. Ideally, run time decreases as an inverse ratio of the number of servers. Ultimately, 
SES/NZER can be faster than Ethereal under distributed environments. The important things we must see are the 
values of memory use measurements. For half-day data, Ethereal requires 706 MB of a system memory (RAM). As 
data size increases, the memory requirement of Ethereal increases linearly. However, SES/NZER needs 98MB of a 
system memory for half-day data, and the memory requirement of SES/NZER never increases in correspondence to 
source data sizes. SES/NZER keeps the system stable. For two-day captured data, Ethereal cannot load data and 
consequently cannot analyze the network activities. Ethereal is shut down due to memory overflow problems. On 
the other hand, SES/NZER can evaluate network behaviors although it takes time. Figure 3 illustrates structural 
comparison between Ethereal and SES/NZER for one-day data analyses. Table 1, Table 2, and Figure 3 present the 
reason why developing a web-based distributed SES/NZER is a promising research area of network analysis fields 
to increase computational power. Deploying workloads naturally tends to make efficient use of memory caches as 
well as speeds up both data loading time and analysis time. 
 

 
 
Figure 3. Structural Comparison Between Ethereal and SES/NZER 



 
 The fact that SES/NZER is more efficient in system memory requirements than Ethereal facilitates 
SES/NZER analyzing large amount of data. However, SES/NZER is weak in evaluation speed. One solution to 
achieve feasible speed-up and efficiency is parallel processing. Parallel processing consists of dividing data into two 
or more smaller datasets, assigning datasets into multiple processors, and processing multiple datasets in multiple 
processors simultaneously. Divide and conquer (D&C) is an important algorithm design paradigm. Divide and 
conquer was first introduced by Karatsuba [29] as an algorithm for multiplying two n-digit numbers with an 
algorithmic complexity O(n) on 2lo g 3n . And, the divide and conquer scheme is widely used in parallel processing 
designs for reducing complexity of processors. Divide and conquer solves a problem easily by dividing a problem 
into two or more smaller problems. Each of these smaller problems is solved, and the solutions for smaller problems 
are combined to produce a solution for the original problem. Figure 4 shows a divide and conquer scheme for 
SES/NZER.  
 

 



 
Figure 4. Divide and Conquer SES/NZER 
 
 The first step is the dividing process. Large amount of source data are segmented by n numbers of small 
datasets. Fragmented individual datasets are assigned to n numbers of processors. Each processor analyzes its 
corresponding dataset. The workload of each processor may be reduced as an inverse ratio of the number of 
processors. Subsequently, all the analyzed results of processors are integrated together at last. This integrating of all 
the results and concluding with a final output is the conquering process. This divide and conquer approach requires 
not only segmentation overheads for dividing data but also communication overheads for conquering all the results. 
Even though there are overhead disadvantages, this method includes two strengths which overcome the 
disadvantages. One advantage is that this approach enables applications, which need to process large amount of data 
and require high computational power in time (CPU) and in space (memory), to be run on inexpensive personal 
computers rather than on high cost server machines. The other advantage is quick evaluation time. Multiple 
processors execute their work simultaneously. Therefore, parallel processing methods reduce processing time 
compared to sequential processing methods. In addition, the divide and conquer approach may be applied to 
distributed environments. Processors are deployed into multiple machines which are connected by loosely coupled 
links. Loosely coupled systems are harder to implement than tightly coupled systems because systems should be 
synchronized for validation issues. However, once it is implemented, each processor is independent to other 
processors, and each processor’s activities never affect other processors’ behaviors.  In this paper, we use web 
service schemes over Service Oriented Architecture (SOA) to construct distrusted environments. This web-based 
distributed simulation increases independency and decreases complexity in each host. Table 3 illustrates 
comparisons between SES/NZER and a Web-based distributed SES/NZER. 
 
Table 3. SES/NZER Vs. Distributed SES/NZER 

 SES/NZER Distributed SES/NZER 

  Locality local host Distributed hosts 

Parallelism None high 

  Process time slow fastest 

  Overheads No additional overhead Data segment overheads 
Communication overheads 

 
 
4. Design Issues 
 
In this paper, we show two kinds of network behavior analyses: generic network behavior analyses and specialized 
analyses. For generic purpose network behavior evaluation, a protocol analysis and throughput analysis are 
examined. And, intrusion detection systems are evaluated for specialized cases. Figure 5 represents the hierarchical 
system structure. A Web-based distributed SES/NZER fulfills either analyzing generic network traffic activities 
(protocol analysis or throughput analysis) or evaluating an intrusion detection systems.  
 



 
 
Figure 5. Distributed SES/NZER System Hierarchy  
 
 Simplifying complexity of models is needed to meet the required level of simulation performance, since 
complexity constrains modeling to be severely limited [1]. The complexity of a model can be measured by the 
resources required by a particular simulator to correctly interpret it. That is, complexity is measured relative to a 
particular simulator, or class of simulators. Even though computers continue to become faster and increase in 
memory, they are still not good enough to make our models into reality. Successful modeling can be seen as valid 
simplification. Simplifying or reducing the complexity enables models to be executed in our limited resource (time 
and size) simulation environments. However, simplified models must be valid within some experimental frame of 
interest. An experimental frame represents a specification of the conditions under which the system is observed or 
experimented with. As such, an experimental frame is the operational formulation of the objectives that motivate a 
modeling and simulation project. Figure 6 shows a pair of models involved. They are base and lumped models in an 
experimental frame. 
 



 
 
Figure 6. Base/lumped model equivalence in experimental frame 
 
 The base model requires more resources in time and size for interpretation than the lumped model. 
Moreover, the base model is more valid within a larger set of experimental frames (with respect to a real system) 
than the lumped model. As such, the lumped model might be just as valid as the base model within a particular 
frame of interest (a particular pragmatic frame). The concept of morphism, a relation that places elements of system 
descriptions into correspondences, provides criteria for judging the equivalence of base and lumped models with 
respect to an experimental frame. Base models include many elements, but all the elements in a base model are not 
always required in pragmatic frames. Mapping a methodology from a base model to lumped models reduces the 
number of elements included so that it increases computational power in time and size.  
 
4.1. Network Behavior Design (Base Model) 
 
In this section, we design network behaviors using SES theory. The SES represents network traffic behaviors for the 
purpose of a host-based analysis. Nine elements, which are an event time, a source IP address, a source MAC 
address, a source port number, a destination IP address, a destination MAC address, a destination port number, a 
protocol, and packet length, are examined in a network traffic analysis. These nine essential elements are included in 
network packet headers. Categorizing these nine elements is important for fast and accurate network behavior 
evaluation and analysis. We use the SES methodology to classify network packet information in the hierarchical tree 
structure. Figure 7 is a hierarchical SES tree structure representing network packet behaviors. 
 



 
 
Figure 7. System Entity Structure (SES) for Network Traffic Behavior 
 
 The root entity NetworkTrafficAnalysis is the top-level entity that analyzes network traffic, and using the 
NetworkTrafficAnalysis_spec, the NetworkTrafficAnalysis can be implemented with the HostBaseAnalysis or the 
NetworkBasedAnalysis. Since the aim of this example is to analyze network traffic on hosts, we do not branch the 
NetworkBasedAnalysis any further. The HostBasedAnalysis is composed of four entities: the Hosts, the Time, the 
Protocols, and the PacketInfo. The Hosts is composed of multi-Host, and the Host has an attribute identifying the 
number of hosts, and that value is set as two because the Host is always composed of the SrcHost and the DestHost. 
The SrcHost is composed of two entities such as the Addresses and the Ports. The Addresses can be specialized as 
the IPAddress or the MACAddress using the Addresses_spec. Both the IPAddress and the MACAddress have their 
own attribute of the ip_address and the mac_address. The Ports is composed of multi-Port, and the Port has an 



attribute, the port_number. The DestHost has the same tree structure as the SrcHost. One of the 
HostBasedAnalysis’s children is the Time, and the Time has an attribute of the event_time. Another child entity of 
the HostBasedAnalysis is the Protocols, and the Protocols has the protocol_type attribute. The Protocols can be 
implemented with the TCP, the UDP, the HTTP, or the FTP using the Protocol_spec. Those four entities have their 
own attribute, the protocol_name. We filter and capture network traffic data related to four very common protocols. 
The last entity of the HostBasedAnalysis’s children is the PacketInfo. In this study, we aim to analyze throughputs 
so that the packet_size is the only attribute of the PacketInfo entity. 
 This SES represents based models of both simulation for network traffic analysis and simulation for 
intrusion detection systems (IDS) in Figure 5. For the use of generic network traffic analysis simulation, we monitor 
network activities and capture the fundamental packet information in a subnet of Arizona Center for Integrative 
Modeling and Simulation (ACIMS) lab [30] in the department of electrical and computer engineering at the 
University of Arizona. We use the Ethereal [31], which is a well-known network protocol analyzer, for capturing 
network behaviors. Unlike generic network behavior analyses, source data for IDS simulation must include attack 
packet transmissions as well as normal packet transmissions. However, generating attack packets is strictly 
prohibited even if it is for academic research purposes. Therefore, for the purpose of intrusion detection system 
simulation, we use a KDD’99 dataset [32]. The MIT Lincoln lab supported by the DARPA project [33] simulated 
and generated a network traffic dataset, including attacks, in 1998. This dataset has been widely used in the area of 
computer network intrusion detection system research and is now regarded as the standard.  Also, it is well-known 
by the name, KDD’99 dataset, because Knowledge Discovery and Data Mining [34] processed the network traffic 
data generated by MIT Lincoln lab and opened a contest. Many network researchers and artificial intelligent 
researchers use this dataset for their intrusion detection system. The dataset includes two weeks (five days/week) 
simulation data. Every day data set is huge, e.g., the first week’s Monday data has 60,000 events. According to the 
SES in figure 7, the KDD’99 dataset is re-structured by extracting required data, which map to the entities of figure 
7, from full KDD’99 dataset. 
 
4.2. Pragmatic Frames (Lumped Models) 
 
Target network behavior analyses are defined by customers. Every analysis should have a different set of 
information with regards to users’ requests. These different requests are pragmatic frames. Keeping unnecessary 
information decreases computational performance. For speed and effectiveness, customers’ requirements need to 
create corresponding SESs which keep accurate entities and attributes. Consequently, users’ target analyses must be 
modeled and simulated based on the new SES and their XML document instances (PESs). Newly created SESs 
according to customers’ requirements (pragmatic frames) represent lumped models in a modeling point of view. The 
unified processes, creating new SESs and setting up simulation environments dynamically by assigning a lumped 
model instead of a base model that is shown in Figure 6, increase efficiency and automated factors. 
 
 4.2.1. Generic Network Behavior Analyses 
 
We illustrate two cases of generic network behavior analyses: protocols analysis and network throughput 
measurement. The first analysis, evaluating the number of packets per protocols, requires two attributes of protocol 
names and identification numbers (ID). The second analysis, measuring network throughput, needs event times and 
packet sizes.  
 Once customers or users request a protocol usage analysis, a new SES is created automatically as given in 
Figure 8. The SES, ProtocolAnalyses, has a multi-aspect of ProtocolAnalysis. The entity, ProtocolAnalysis, is 
composed of two entities, ID and Protocol. ID has an attribute, id_number, and Protocol has an attribute, 
protocol_type. 
 



 
 
Figure 8. SES for Protocol Analyses 
 
 Figure 9 shows an SES for the network throughput evaluation. The SES name is ThroughputAnalyses. 
ThroughputAnalyses has a multi-aspect of ThroughputAnalysis. ThroughputAnalysis is composed of EventTime and 
PacketSize. EventTime has an attribute, event_time, and PacketSize has an attribute, packet_size. 
 

 
 
Figure 9. SES for Throughput Analyses 
 
4.2.2. Intrusion Detection Systems 
 
This study examines two intrusion detecting agents for a LAND attack and a Ping of Death (POD) attack. The 
LAND attack is a Denial of Service (DoS) attack that consists of sending a special poison spoofed packet to a 
computer, causing it to lock up. The LAND attack occurs when an attacker sends a spoofed SYN packet in which 
the source address is the same as the destination address [35]. This is a rather old attack, and current patches should 
stop them for most systems. Symptoms of the LAND attack are different by operating systems. The LAND affects 
by slowing down operating speed, crashing and shutting down systems, or denying users access to services on 
machines. The LAND attack is recognizable because IP packets with identical source IP address and destination IP 
address must never exist on a properly working network. Therefore, we need two attributes, a source IP address and 
a destination IP address, to detect LAND attacks. In addition to the source IP address and destination IP address, an 
attribute, event time, is needed for diagnosis purposes. Figure 10 illustrates an SES for the LAND attack detection.  
 



 
 
Figure 10. SES for the LAND Attack Detection 
 
 The Ping of Death (POD) attack is a type of Denial of Service (DoS) attack in which the attacker sends a 
ping request that is larger than 65,536 bytes, which is the maximum size that IP allows. While a ping larger than 
65,536 bytes is too large to fit in one packet that can be transmitted, TCP/IP allows a packet to be fragmented, 
essentially splitting the packet into smaller segments that are eventually reassembled. The Ping of Death attack was 
relatively easy to carry out and very dangerous due to its high probability of success. Operating system vendors had 
made patches available to avoid the Ping of Death. Still, many Web sites continue to block Internet Control Message 
Protocol (ICMP) ping messages at their firewalls to avoid similar denial of service attacks. An attempted Ping of 
Death can be identified by noting the size of all ICMP packets and flagging those that are larger than 64000 bytes 
[35]. However, KDD’99 dataset does not have the attribute of packet size. ICMP does not have a port abstraction. 
ICMP (ping, trace) is a layer 3 protocol suite within the TCP/IP suite, and ICMP does not test any layer 4 or above 
functions, therefore, it has no TCP/UDP layer 4 port number. So, we may detect Ping of Death attacks with three 
attributes: a source host port number, a destination host port number, and a protocol. Figure 11 presents an SES for 
the POD attack detection. 
 

 
 
Figure 11. SES for the Ping of Death Attack Detection 
 
4.2.3. Mapping 
 
Once a new SES is generated to correspond to a customer’s requirements, the next step is producing new PESs 
based on the new SES. First, we need to extract correct data values from large PESs instances (XML documents) of 
a source SES. Then, newly customized PESs are generated with the extracted attribute values from the source PESs. 
However, the problem is the case in which structures of two SESs, a source SES and a target SES, are different. In 



this case, it is constrained from generating the new PESs by transforming directly from the source PESs. As a result, 
we must apply an alternative operation. Mapping enables the retrieval of required data values from the source PESs 
and assigns the correct values to the target PESs. 
 Mappings could be two kinds of forms: transformations and restructurings. Transformations are mappings 
from one representation to another and referred as general mappings. Restructurings are mappings whose domain 
and range are the same. That means that a restructuring changes the structure of an object without changing the form 
in which it is expressed. A concept of equivalence must support such restructurings, i.e., the before and after 
structures must be equivalent with respect to some aspect of interest to the modeler. Such restructurings apply to 
reducing the size of a tree which enables optimization for finding the best representation of some given information 
within a representation domain. This general restructuring process eliminates labels, including those of aspect, 
multi-aspect, and specialization. Eliminating such labels in a Schema for an SES reduces the amount of overhead in 
carrying payload information. The resulting SES is equivalent to the original in the sense that the same family of 
pruned entity structures is defined. However, this mapping has a limitation. That is “not reversible” because such 
restructuring removes information that may be needed in downstream processing of the transmitted data. 
 We design the SES, NetworkTrafficAnalysis, for generic purposes of network traffic behavior analyses as 
described in Figure 7. New SESs are generated to correspond to customers’ requirements. But, the problem is that 
the structures of the two SESs, the NetworkTrafficAnalysis and one of the ProtocolAnalyses, the 
ThroughputAnalysis, the LANDs, or the PODs, have different structures. Performing mapping operations results in 
PES outputs, and the outputs are instances in XML Document format. Then, the PES XML instance files are used as 
a role of input source data for modeling and simulation purposes. 
 
 
5. DEVS Service Oriented Architecture 
 
5.1. Virtual Time DEVS Simulation on SOA 
 
DEVS simulation on Service Oriented Architecture (SOA) [36, 37] consists of three layers such as model 
distribution, simulation, and simulation result return. To support these layers, two services, named MainSerivce and 
Simulation, are implemented. MainService has four services, Upload DEVS model, Compile DEVS model, Simulate 
DEVS model, and Get result of simulation. Simulation service is for covering DEVS simulation protocols. It has 
nine services, Initialize simulator, Run transition in simulator, Run lambda function in simulator, Inject message to 
simulator, Get time of next event from simulator, Get time advance from simulator, Get console log from all the 
simulators, Finalize simulation service, and Get result of simulation.  
 



 
 
Figure 12. Overall architecture of DEVS simulation on SOA 
 
 Figure 12 represents the overall sketch of DEVS simulation on SOA. As seen in Figure 12, this system has 
two components, such as a client and some servers. Each server has two services (MainService and Simualtion) and 
the DEVS Modeling and Simulation (M&S) environment. The beginning of DEVS simulation on SOA is to upload 
DEVS models to each server. A client assigns each model to an available server that has two services for DEVS 
simulation. A main server assigned to a top DEVS model becomes a coordinator during the DEVS simulation. When 
the main server receives a request of an upload service from the client, the main server requests an upload service to 
the others. If the upload service is completed, the client requests a compile service to be performed in the main 
server. The main server does the same procedure as the upload service. After finishing the compile request, the 
client sends a simulation request to the main server. These procedures are displayed by solid-line arrows among the 
components. This is a top layer of the DEVS simulation on SOA. 
 The main server generates and stores proxies of simulation services to which DEVS models are assigned as 
soon as the simulation request is received. Each simulation service holds an atomic model or atomic models on the 
storage. In the case of a coupled model, there is a mechanism of coupled model abstraction [36] to an atomic model 
with DEVS state machine because there is no support of the coupled simulation on the simulation service. Each 
simulation service sends messages to the main server encapsulating a coordinator according to the DEVS simulation 
protocols. This is a middle layer of the DEVS simulation on SOA, which is displayed by dotted-line arrows among 
the servers. 
 After the completion of the simulation, the client sends a request of the simulation results to the main server. 
In the DEVS simulation in this paper, a collector DEVS atomic model collects simulation results sent from each 
DEVS model on each server. The main server sends the request of simulation results to the server possessing the 
collector DEVS model, receives the results, and sends the results to the client. This is a third layer of the DEVS 
simulation on SOA, which is displayed by dashed-line arrows between the client and the main server. 
 In this version of DEVS simulation on SOA, the client has equipment for displaying simulation results on 
graphic charts. The results are stored into a file named result.txt processed to data format which charts use as an 
input.  



 
 
Figure 13. Example of XML object message handler 
 
 Models upload is done through serialization and SOA technologies, and message passing is done through 
XML style message and SOA technologies. Figure 13 is an example of a DEVS message to a XML-style message 
conversion. A DEVS message is a language specific object class, and Web Service does not have an apparatus to 
send an arbitrary object message to another service because Web Service supports only fixed structured messages 
defined in WSDL. A DEVS message is too dynamic to define it as one type of classes in the WSDL. So, XML 
Object message handler is employed to transform an object DEVS message to a XML-style message. As seen in 
Figure 13, the structure of DEVS message consists of at least more than one contents containing a port and Entity 
object. Entity objects can be any type of objects inherited by Entity. This DEVS message is converted to a XML-
style message by the XML Object message handler. 
 The DEVS simulation on SOA is a centralized simulation done through a central coordinator which is 
located at the main server. Simulation begins with the coordinator’s requesting nextTN to all simulation services. 
After receiving all responses from all simulation services, the coordinator sends minTN to all simulation services. If 
any simulation service matches with minTN, the simulation service produces an output message propagated to the 
coordinator and sent to a simulation service or simulation services according to the coupling information. The output 
message is a XML-style message produced by XML Object message handler. After the message sending is finished, 
simulation time is updated, and the coordinator requests a delta function to all simulation services. If there are some 
simulation services receiving a message from the external models, they execute the external transition function. 
After that, the coordinator repeats above procedures until simulation termination condition meets. 
 



 
 
Figure 14. A network behavior analysis using DEVS/SOA 
 
 Figure 14 illustrates a DEVS simulation on SOA which is applied to a network behavior analysis example 
which is the case that a client wants to analyze protocol uses and evaluate network throughput. There is a data 
extraction web service server inside a subnet. The server for a data extraction web service captures network 
behaviors and stores the network activities in a database. There are three servers: a server 1 for acting as a 
coordinator, a server 2 for analyzing protocol uses, and a server 3 for measuring network throughput, out of the 
subnet. The four servers (one in the subnet and three out of the subnet) are linked under the DEVS/SOA 
environment. The two servers (the protocol analysis server and the throughput analysis server) receive customized 
data for specific analysis from the data extraction server. The customized data are relatively size compared to the 
original data which is stored in the data extraction server. Deploying workloads into multiple machines (assigning 
protocol analysis to the server 2 and throughput analysis to the server 3) reduces the computational burden of servers. 
Small size customized data decreases communication overheads among servers. And a small amount of data is 
effective in analyzing data. These two factors, distributed workloads and small size customized data, enable clients 
to obtain simulation results fast and efficiently.  
 
5.2. Real Time DEVS Simulation on SOA 
 
Other approach of DEVS Simulation on SOA is real time simulation in which next time for occurring internal 
transition passes by real time. Real time simulation requires timely completion in physical time for the execution of 
a simulated model and it has been researched in various domain areas. Real time DEVS (RT-DEVS) is employed to 
verify that the interactions among model components are correct in their relation to real-time. Unlike virtual time 
simulation, time synchronizes simulation protocol to simulate DEVS models on SOA, and real time DEVS 
simulation has minimum network activity among simulators because the simulators only invoke web services at the 
time of the propagation of out messages. Also it is decentralized simulation because there is no coordinator to 
supervise all RTSimulators. Each RTSimulator follows a procedure to simulate their DEVS model without 
intervention for synchronization. 
 



 
 

Figure 15. Overall architecture of real time DEVS simulation system on SOA 
 
 Figure 15 represents overall structure of real time DEVS simulation system on SOA. As seen in the figure 
15, each server participating in simulation has two web services similar to centralized simulation. But some 
functions in the simulation service and classes such as RTCoordinator and RTSimulator, are added to support real 
time simulation. RTCoordinator used in the MainService and RTSimulator used in the Simualtion are made of multi-
threads. RTCoordinator generates proxies for Simulation services with DEVS models and coupling information 
which contains port names and addresses in which DEVS models are placed, and runs the RTSimulators in the 
Simulation services. Real time simulation begins with a client program like centralized simulation on SOA. Solid-
lines on figure 15 represent uploading files, compiling the files on each server, and executing RTSimulators on 
Simulation services. Dashed-lines show out message passing routes. 
 Figure 16 depicts real time DEVS simulation protocol. The protocol starts with the initialization of the 
DEVS models in the RTSimulators. Each RTSimulator waits for passing tN after which internal transition occurs. If 
one of the RTSimulators has wall-clock time equal to tN, the RTSimulator executes internal transition function 
consisting of lamda function which produces an out message, propagation function which sends the out message to 
other RTSimulators according to coupling information, and delta function which handles internal and external events. 
RTSimulator2 in the figure 16 shows “send out message” after internal transition and wait again with tN regenerated 
by delta function. Meanwhile, RTSimulator1 receives a message from the RTSimulator2, executes external transition 
function having delta function, and recalculates tN to wait. The interaction between RTSimulator2 and RTSimulator1 
does not affect RTSimulator3. The way of influencing other simulators is sending messages.  
 



 
 
Figure 16. Real time simulation protocol 
 
 Though real time DEVS simulation has minimum network traffic, in case of network delay and tiny value 
of tN, the simulation might fail to get correct results because of distorted protocol. To filter the problem, it is 
important to know threshold value of tN to make real time DEVS simulation done or speed up. However, it is 
difficult to select safe threshold value of tN since it is dependent on simulation environments such as system 
performance, network throughput, etc. 
 
 
6. Distributed DEVS Models and Simulators 
 
A distributed SES/NZER is different to classic single machine DEVS simulation. In this section, we illustrate how 
DEVS models, which are deployed in multiple machines in networks, can be simulated. Distributed DEVS models 
have components (DEVS atomic models and DEVS coupled models) of a DEVS coupled model that are distributed 
on several host computers. Figure 17 shows distributed DEVS simulation which applies to both virtual time and real 
time simulations. 
 



 
 
Figure 17. Distributed DEVS Simulation 
 
 For distributed DEVS simulation, there must be a controller, a coordServer, which manages a whole 
simulation cycle and synchronizes all the distributed simulators. The coordServer is responsible for passing 
messages among distributed simulators as well as for advancing DEVS models which are dispersed in networks. The 
coordServer could be in a host which also holds a distributed simulator, or the coordServer could stay on an 
independent machine. Distributed machines, which include DEVS atomic models or DEVS coupled models, need 
simulators, clientSimulators for atomic models or clientHieSimulator for coupled models, on the machines.  The 
clientSimulator is responsible for simulating a local DEVS atomic model. The clientHieSimulator is responsible for 
simulating a local DEVS coupled model, and there is a coupledSimualtor to take care of a local DEVS atomic model.  
The coordServer creates simulatorProxys that facilitate the coordServer communicating with corresponding 
clientSimulators or clientHieSimulators. In addition, all the distributed components, the coordServer, the 
simulatorProxys, the clientSimulators, and the clientHieSimulators, has its own thread. Figure 18 shows an example 
of DEVS modeling for a simulation for network traffic analysis (SimForNTA). 
 

 
 
Figure 18. DEVS Modeling: Simulation for network traffic analysis (SimForNTA) 
 



 The top level of coupled model is a SimForNTA. The SimForNTA is composed of two coupled models, a 
NTA 1 and a NTA 2, and three atomic models, a Distribute 1, a Distributor 2, and a Collector. Two sub coupled 
models (the NTA 1 and the NTA 2) include their own components (a Extractor and a Analyzer). To achieve fast 
analysis time, we apply the divide and conquer approach. A whole job is divided by two, and each divided work is 
assigned to different processors. The Distributor 1 and the NTA 1 evaluate one half of the whole work, and, at the 
same time, the Distributor 2 and the NTA 2 examine the other half of the whole job. Subsequently, the Collector 
model gathers analyzed results from the two processes. We assign all the models to different computers which are 
connected in networks. Figure 19 illustrates a hierarchically structured distributed DEVS simulator and 
corresponding DEVS models. 
  

 
 
Figure 19. Distributed DEVS simulators and models for SimForNTA 
 
 In this example, the top level coupled model, the SimForNTA, two sub coupled models, the NTA 1 and the 
NTA 2, and three atomic models, the Distributor 1, the Distributor 2, and the Collector, are distributed into six 
computers. The coordServer for SimForNTA creates five simulatorProxys. Each simulatorProxy helps the 
coordServer to communicate with its corresponding clientSimulator or clientHisSimulator. In distributed DEVS 
simulation, the top level coupling information is kept by the coordServer. The coupling information is downloaded 
to each simulatorProxy, and each clientSimulator or clientHieSimulator does not know the coupling information. 
The coordinator controls a whole simulation cycle and helps to pass messages among clientSimulators or 
clientHieSimulators. If the Distributor 1 wants to send a message to the NTA 1, the clientSimulator 1 sends the 
message to simulatorProxy 1 over networks. Consequently, the coordServer decides the target host according to the 
top level coupling information and puts the message to simulatorProxy 2. Finally, the message is delivered to the 
NTA 1 in the clientHisSimulator 1. Sending messages among DEVS models in a distributed computer requires 
network communication overheads. However, each clientHieSimulator keeps its local coupling information. As a 
result, messages are transmitted directly among coupledSimulators not through simulatorProxys. For example, if the 
Extractor 1 needs to send a message to the Analyzer 1, the coupledSimulator 1 puts the message directly to the 
coupledSimulator  2. Therefore, there are no network communication overheads in this case.   
 Although a coordServer, simulatorProxys, clientSimulators, and clientHieSimulator have their own thread, 
the slowest thread determines the overall simulation speed in the divide and conquer mechanism because the divide 
and conquer is a pipeline with divider, processors (in parallel) and compiler so the slowest one of these stages 
determines the overall speed. Therefore, speeding up all the threads is important. And, reducing communication 
overhead over networks is also a critical issue in distributed simulation environments. 



 Even though a distributed SES/NZER follows decentralized distributed DEVS simulation scheme, 
couplings among components (DEVS atomic models and DEVS coupled models) keep the function as single 
machine DEVS. For example, a coupled model, coupledModel, is composed of three atomic models: atomicModel 1, 
atomicModel 2, and atomicModel3, we could assign the atomicModel 1 to a host 1, the atomicModel 2 to a host 2, 
the atomicModel 3 to a host 3, and the coupledModel to a host 4 or one of the hosts which hold the atomic models. 
Therefore, the coupledModel controls synchronization among the atomic models. There must be message 
transmissions to control a whole DEVS simulation cycle. 
 The most considerable factor in distributed simulation over the Web is how to reduce communication 
overheads. A distributed SES/NZER is performed under loosely coupled environments over the Web. And, Discrete 
Event Specification (DEVS) is used for simulation engine. To advance simulation cycle, basic DEVS simulation 
protocol requires five message transmissions, nextTN, outTN, getOut, sendOut, and applyDelt, among a coordinator 
and simulators. The DEVS protocol is described below and Figure 20: 
 

1. Coordinator sends a nextTN message to request next event time (tN) from each of the simulators. 
2. All the simulators reply with their tNs in an outTN message back to the coordinator 
3. Coordinator sends to each simulator a getOut message containing the global tN (the minimum of the tNs) 
4. Each simulator checks if it is imminent, which means its tN equals to global tN, and if so, returns an output 

of its model in a message to the coordinator in a sendOut message. 
5. Coordinator uses the coupling specification to distribute the outputs as accumulated messages back to the 

simulators in an applyDelt message to the simulators. For those simulators not receiving any input, the 
messages sent are empty. 

  

 
 
Figure 20. Basic DEVS Simulation Protocol 
 
 The basic DEVS simulation protocol is illustrated in Figure 20. If a coupled model and all the atomic 
models are assigned in different machines which are connected in networks, DEVS protocol overheads may exceed 
the advantage of distributed simulation deploying workloads. Diminishing the number of DEVS protocol messages 
among computers results in decreasing communication overheads. Therefore, we may expect overall speed up. In an 
effort to reduce DEVS protocol overheads, we apply two approaches: closure under coupling and minimizing the 
number of states. The closure under coupling allows us to use networks of systems as components in a larger 
coupled system, leading to hierarchical, modular construction [1]. This means that every coupled model is 
behaviorally equivalent to a basic atomic model.  
 

 



 
Figure 21. Closure under coupling 
 
 Figure 21 presents the closure under coupling. The coupled model NTA is composed of two atomic models, 
the Extractor and the Analyzer. The closure under coupling makes these three DEVS components to be one 
component, the NTA atomic model. We translate the coupling information of coupled model, NTA, into a flat-
structured atomic model, NTA. By this translation, hierarchical structure of the DEVS model can be flattened. 
Message exchanges consume a large amount of time if the model structure is complex in distributed environments. 
On the other hand, if the model hierarchy is flattened, communication overheads among models can be minimized. 
Therefore, flat-structured modeling approach facilitates to reduce the number of messages, and we can achieve 
better performance results [38, 39]. In DEVS/SOA environments, a coorServer creates simulatorProxys as many as 
the number of total models. Even though, the coupled model, NTA, and two atomic models, the Extractor and the 
Analyzer, are assigned into one computer with single IP address, a coordServer creates three simulatorProxys. 
Therefore, the coordServer needs more processing time to decide a destined simulatorProxy among three 
simulatorProxy for a message. If the atomic model NTA replaces the three component DEVS model, only one 
simulatorProxy is created by the coorServer. As a result, we could obtain speed up. Figure 22 shows that the closure 
under coupling decreases the number of simulatorProxys and simplifies the DEVS simulation architecture. The left 
diagram illustrates a simulation environment before DEVS models are refined, and the right figure presents the 
refined DEVS model. 
 

 
 
Figure 22. DEVS Model comparison under the DEVS/SOA environment 
 
  In addition to the effort of reducing the number of DEVS models (atomic models and coupled models), we 
decrease the number of state transitions in atomic models. For each simulation cycle, there are five message 
transmissions between a coordServer and clientSimulators or clientHieSimulators. Processing time for these DEVS 
protocol messages transmissions should not overwhelm processing time of the processor. An atomic model of 
SES/NZER loads PES XML documents and analyzes one tuple information at one state transition. This approach 



needs many state transitions according to the number of tuples in PEX XML files. For example, there are ten PES 
XML files, and each PES XML file includes 1,300 tuples information. Then, there must be 13,020 state transitions. 
The 13,020 transitions include 10 state transitions (the extract state to the analyze state) after loading PES XML 
documents, 1300*10 iterative transitions (the analyze state to the analyze state) for evaluating all the tuples in ten 
PESs, and 10 transitions (the analyze state to the extract state) to load PES files. Figure 23 shows these state 
transitions. 
 

 
 
Figure 23. State transition diagram in SES/NZER 
 
 A coordinator sends and receives a total of 65,100 (5*13,020) message transmissions only for DEVS 
protocol processing. Although the size of a DEVS protocol message is trivial, 65,050 message transmissions is a 
considerable number. For distributed simulation, if workloads are distributed to five computers, the total number of 
DEVS protocol messages is 325,500 (5*65,100). In this case, there is too much communication overhead for only 
advancing simulation cycle. So, we fit SES/NZER’s atomic models to a distributed simulation. An NTA atomic 
model of the distributed SES/NZER loads PES XML files and evaluates a complete PES document at one state 
transition. Therefore, the total number of state transitions in this example is 20. The 20 transitions include 10 state 
transitions (the extract state to analyze state) for loading 10 PES files and 10 state transitions (the analyze state to 
the extract state) after examining all 10 datasets. Figure 24 illustrates an updated state transition diagram for the 
distributed SES/NZER. 
 

 
 
Figure 24. State transition diagram in distributed SES/NZER 
 
 Reducing the number of state transitions results in decreasing communication overheads which are caused 
by passing DEVS protocol messages. Respectively, we could speed up overall simulation time over network 
environments. Lee’s Ph.D dissertation [40] discusses the effect of quantization in distributed DEVS/HLA 
environments. Also, communication latency and overhead reduction technique in distributed interactive simulation 
are introduced through an approach of bundling Protocol Data Unit (PDU) [41]. 
 
 
7. Experimental Results 
 
We set up a testbed for a distributed simulation environment in the ACIMS lab as shown in Figure 25. We install 
Apache Tomcat 6.0 on six computers (four desktop computers and two laptop computers) with the Windows XP 
operating system. Apache Tomcat is a servlet container that is used in the official Reference Implementation for the 
Java Servlet and JavaServer Pages technologies [42]. We install an Apache Axis2/Java Web service engine [43]. 
Apache Axis2 is the core engine for Web services, and it is an implementation of the World Wide Web Consortium 
(W3C) Simple Object Access Protocol (SOAP).  
 

 



 
 
Figure 25. Testbed for distributed simulation using DEVS/SOA 
 
 We monitor and capture network activities inside the ACIMS lab subnet, and we use the captured data for 
generic network behavior analyses such as protocol evaluation and throughput measurement. For intrusion detection 
analyses, the KDD’99 dataset is used as source data.  
 
7.1. Network Traffic Analysis 
 
This section presents the experimental results for a generic network behavior analysis. We preset two analyses, 
protocol and throughput analyses in a user’s request input system which is shown in figure 26. According to target 
analyses, corresponding required attributes are selected automatically. Or, users could choose attributes if they want 
to evaluate their specialized target analyses. Target analyses selections generate new SESs. The newly generated 
SESs act like agents, so overall simulations are controlled by these new SESs. Then, deciding time frames is next. 
Finally, customers select the degree of parallelism, which is the number of computers for distributed simulations. 
Requests which are combinations of target time frames and the number of simulation machines create new DEVS 
coupled models. Data is partitioned by the number of hosts, and each portion of the data is assigned to 
corresponding computers. A simulation model partitioning approach in distributed simulation is proposed and 
implemented in Zhang’s Ph.D dissertation [44]. The next step is assigning DEVS models into distributed computers. 
Once a top level coupled model is selected, this selection holds the top level coupled model’s following child 
components. After allocating models into dispersed machines, a simulation starts to examine users’ requests. The 
right figure shows the processes of choosing a top level coupled model and assigning models into distributed servers. 
 



 
 
Figure 26.  Snapshot of distributed SES/NZER 
 
 We measure the data size, and the original data sizes for half-day, one day, and two days are 2.83 GB, 5.44 
GB, and 10.8 GB. Instead of keeping all the attributes, PES XML documents for protocol analysis holds two 
attributes: a packet ID and a protocol type. So, the PES file sizes are 168 MB, 326 MB, and 646 MB. Their sizes are 
about six percent of the original data size. PES files for throughput evaluation include two attributes, an event time 
and a packet size, and their sizes are 200MB, 387MB, and 770 MB. The ratio is about seven percent. Table 4 
presents the data size comparisons between original data and PES data for network traffic analyses. 
 
Table 4. Data size comparisons for network traffic analyses 

Data Original PES for Protocol PES for Throughput 

Half day 2.83 GB 168 MB 200 MB 

One day 5.44 GB 326 MB 387 MB 

Two day 10.8 GB 646 MB 770 MB 

 
 In addition to measuring the data size, we examine execution times of half-day, one day, and two days data 
of both protocol analysis and throughput measurement by varying degree of parallelism (numbers of computer for 
analysis). We experiment four sorts of server sets: a local machine, two machines (one distributing server and one 
analyzing server), four machines (two distributing servers and two analyzing server), and six machines (three 
distributing servers and three analyzing servers). The execution time is composed of three sub-times: time for 
distributing data to servers, time for evaluating received data at analyzing servers, and time for collecting and 
displaying evaluated results at a client computer.  
 For three different datasets, we measure three kinds of times: distributing data time, analyzing data time, 
and collecting resulting data time. We measure execution times at four different sets of computers: {a local 
computer}, {one distributing data computer, one analyzing data computer}, {two distributing data computers, two 
analyzing data computers}, and {three distributing data computers, three analyzing data computers}. We notice that 
distributing times increase gradually as the number of distributed computers increases. Ideally, distributing times 
must decrease in the counter ratio of the number of hosts. However, communication overheads (data messages and 
DEVS protocol messages) prevent us from achieving optimal results. We see that analyzing data times are getting 
smaller as the number of computers is getting larger. Against distributing times, analyzing times are not affected by 
network communication overheads. Because collecting resulting data times are one second or two seconds in most 



cases, we could forgo collecting times for comparing execution times. We also experiment real time simulation. 
Because each simulator in different machine has own simulation time, and overall execution time is not affected by 
communication overheads which are caused by DEVS protocol messages and data messages between a centralized 
coordinator and distributed simulators, we achieve speed up comparing to virtual time simulation.  
 
Table 5. Execution time comparisons between virtual time and real time simulations 

Analysis Protocol Analysis Throughput Analysis 

Simulation Time Virtual Time Real Time Virtual Time Real Time 

Distributing time 33min 21sec 7min 37sec 42min 14sec 10min 4sec 

Analyzing time 3min 56sec 36sec 3min 58sec 37sec 

Collecting time 2sec 1sec 1sec 1sec 

Total 37min 19sec 8min 14sec 46min 13sec 10min 42sec 

 
 Table 5 shows execution time comparisons between virtual time simulations and real time simulations. In 
virtual time DEVS/SOA simulation, all the simulation servers are controlled by a top level coordination server for 
advancing discrete events and passing messages among simulation servers even though each simulation server runs 
by itself and does not affect the other simulation servers. This is a centralized approach, and this simulation causes 
time delay. The overall simulation speed fits to the slowest server’s evaluating time. In addition, there must be many 
sets of message transmissions, nextTN, outTN, getOut, sendOut, and applyDelt, between a top level coordinating 
server and model simulating servers for the DEVS protocol. These DEVS protocol messages are another cause of 
degrading simulation speed. To overcome these limitations of virtual time simulation, real time DEVS/SOA 
simulation is applied, and, finally, we accomplish a goal of distributed simulation, speed up execution times, through 
real time simulation. Figure 27 illustrates real time simulation results for both protocol and throughput analyses. 



 
 
Figure 27. Real time simulation results of network behavior analyses 
 
7.2. Evaluations of Intrusion Detection Systems 
 
Recall that we built two Intrusion Detection Systems (IDS) agent models: the LAND agent and the POD agent. As 
illustrated in Section 7.1., after customers’ requests, which are selecting a target IDS, time frames (start time and end 
time) and a degree of parallelism (the number of distributed computer for analysis) are applied through an input 
system, users could assign simulation models into multiple servers according to the selected degree of parallelism. 
First, we measure the data sizes. The original source data size for two weeks (five days a week) is 4.12 GB. The 
pruned data size for LAND IDS, which include even times, source host IP addresses, and destination host IP 
addresses size, is 368 MB. The data size for POD IDS is 437 MB. These PES data sizes are about 9 percent (LAND) 
and 10 percent (POD) of the original KDD’99 dataset. Table 6 presents the data size comparisons for IDS 
evaluations. 
 
Table 6. Data size comparisons for IDS evaluations 



 Original PES for LAND PES for POD 

Source Data (2weeks) 4.12 GB 368 MB 437 MB 

 
 Also, we observe IDS evaluating times of both the LAND attack and the POD attack using the two weeks 
of the KDD’99 dataset. We differentiate the number of computers like we experiment for generic network traffic 
analysis. We achieve similar execution times to what we gain in Section 7.1. In virtual time simulation, we notice 
that distributing data times are getting larger as the number of evaluating machines increases due to overheads 
(network packet transmission delays and DEVS protocol message overheads). We speed up analyzing times. In real 
time simulation, both distributing times and analyzing times are getting smaller as the number of computers 
increases. Therefore, we achieve fast total execution times in real time simulation. Experimental results in real time 
simulation of IDS analyses are presented in figure 28. 
 

 
 
Figure 28. Real time experimental results of IDS analyses 
 
 Figure 28 illustrate that we achieve speed up of total execution times in real time simulation. The 
experimental results in this section show that a distributed SES/NZER reduces data sizes in terms of different 
customers’ requests in both virtual time and real time simulations. And, a distributed SES/ZER speeds up analyzing 
times by dividing a whole workload into several small jobs and deploying the small works into multiple machines. 
In addition, we achieve fast execution times in real time simulations since real time simulations reduce the message 
transmission delay overheads which are occurred in virtual time simulations. 
 
 
8. Discussion  
 
This study proposes a Web-based distributed simulation for network traffic analyses over Service Oriented 
Architecture (SOA). The main objective of this study is to develop an approach for quick and efficient network 
behavior analysis. To deal with large numbers of network behaviors being quickly and efficiently analyzed, the 
System Entity Structure (SES) theory is applied. The SES facilitates implementing a system to achieve our main 
goal. The SES is a theory for designing structured information hierarchically and efficiently. Specifically, the SES is 
very useful for data engineering. We design a generic network behavior in SES format. We must notice that every 
customer has different requests (different applications). For example, some customers want to evaluate network 
protocol uses. On the other hand, some users want to measure network throughput. Depending on various 
requirements (pragmatic frames), systems need to be optimized for the pragmatic frames to speed up analysis time 
effectively. Two processes for creating a new SES to correspond to users’ requests by pruning operations and 
mapping the newly generated SES with the pre-defined SES which represents a generic network packet behavior 
enables systems to be adaptively optimized. Reactions to pragmatic frames facilitate systems keeping accurate data 



only, so we are able to reduce overall data size. Therefore, we could analyze extensive long-term network activities 
which Ethereal cannot do. Although we enable large amounts of data to be examined, we still need a long evaluation 
time. To speed up evaluation time, we apply a Web-based distributed simulation approach over Service Oriented 
Architecture (SOA). Deploying workloads into multiple machines decreases burdens of individual computers, and 
results in hosts, which have low computational powers (CPU and memory), to participate in large scale simulations. 
As a result, there are no needs for super computers anymore. DEVS/SOA (DEVS/Service Oriented Architecture) 
facilitates deploying workloads into multi-servers, and, consequently, increasing overall system performance. 

In this study, we build two IDS agent models, the LAND attack agent and the POD attack agent, and 
evaluate the two models. One advantage of SES/NZER is that it provides a simulation framework for testing IDSs. 
SES/NZER is available for IDS researchers to test their algorithms. IDS researchers build only their models 
corresponding to their IDS algorithms, and they request necessary attributes to evaluate their models. Other required 
models for simulations are provided. In addition to this scalability, SES/NZER should include more pre-defined 
models which are agents to detect various intrusions. Intrusions are classified into five kinds: Denial of Service 
attacks, User to Root attacks, Remote to Local attacks, Probes attacks, and Data attacks. If SES/NZER were capable 
of more functions, SES/NZER could give more convenience to users as a concrete tool. Intrusion detection 
algorithms should reserve specific policies. Each attack signature (attack detection policy) needs a different set of 
information to detect a corresponding attack. If IDS developers want to examine if their IDS algorithms work well, 
necessary attribute values in network packet headers must be provided. According to researchers’ target IDS 
algorithms, new SESs, which represent required attributes, have to be generated, and, subsequently, the new SESs 
are used for pruning entities and mapping to the generic network behavior SES, which is described in Figure 7. For 
example, detecting Apache2 attack needs to scrutinize in packet headers if http GET requests with the header “User-
Agent: sioux\r\n” are over a certain number [35]. A typical http request contains twenty or fewer headers in most 
systems. Therefore, a corresponding SES must hold three entities:  protocol type, source IP address, and packet 
header information. Similar to this Apache2 attack example, new SESs are generated when researchers ask to 
analyze the other intrusions. In addition to these specific IDS cases, general cases must be covered, too, because new 
intrusions are being created constantly. To achieve accurate results for both non-specified general analyses and 
totally new attacks, we need to extend the generic network behavior SES shown in Figure 7 by including more 
entities such as Internet Header Length (IHL), Type of Service (TOS), Time to Live (TTL), header checksum, and 
other obtainable attributes from packet headers, into the SES. As a result, IDS developers may have better 
opportunities to evaluate precisely their algorithms.  
 
 
9. Conclusion and Future Works 
 
Recently, network uses have been increasing rapidly. Therefore, the size of data, which is caused by network 
activities, is getting larger. Network administrators or managers need network traffic analysis tools that could 
produce results quickly and accurately. There are several network traffic analysis tools such as tcpdump, Ethereal, 
and other applications. But, these tools have drawbacks: limited data size and complications (large system memory 
and huge computational power requirements). In addition to these problems, currently existing tools are limited to 
be performed inside networks, due to security issues. Dump files which are monitored and captured by these tools 
includes secure information such as user ID, passwords, and other information. These secure attributes must be 
protected against abnormal accesses, so observing network activities from out of networks should be prohibited.  
However, network behaviors need to be analyzed outside target networks in some cases. 
  
 The paper presents an approach to efficiently and quickly analyze network behaviors by applying System 
Entity Structure (SES) theory. We achieve both evaluating large amount of network traffic activity data and 
performing a Web-based distributed simulation over SOA. In addition, we accomplish fast execution times through 
real time decentralized distributed simulation. However, there are further research works: developing web services 
for network traffic analyses and implementing additional attack detecting functions for intrusion detection systems. 
The ultimate goal is to implement network behavior analyses web services. This study aims for a decentralized 
distributed DEVS simulation to speed up evaluation times by deploying workloads into multi-computers. However, 
customers are still responsible for building models for simulating their systems. Web services, which are 
implementations of integrating automated model constructing process with analyzing corresponding system process, 
provide more accommodation to users. Another future work is implementing web service systems to perform the 



case that customers hold data which need to be analyzed. Customers may provide data to multiple web services 
asynchronously. Subsequently, web services evaluate received data and give evaluated results back to customers. 
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